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KEYWORDS ABSTRACT
digital The rapid advancement of digital transformation has brought significant
transformation; challenges to the banking sector, including increased risks related to
prudential cybersecurity, operational disruptions, and reputational damage. These
principles; risk risks underscore the urgency of implementing the principle of prudence
management in risk management for digital banking business models to ensure

financial stability and customer trust. This study aims to analyze how
the principle of prudence is applied in risk management within digital
banking frameworks. Employing normative research methods, the study
utilizes a legislative approach and a conceptual analysis to explore the
role of prudence in addressing emerging risks. The findings reveal that
the principle of prudence is indispensable for mitigating risks in the
digital banking sector. It serves as a critical safeguard for maintaining
the stability and integrity of financial institutions by ensuring robust risk
management practices. Furthermore, this principle fosters stronger
relationships between banks and customers by reinforcing trust and
accountability in financial interactions. The study concludes that
adopting the principle of prudence in digital banking is essential for
navigating the complexities of the digital era, ensuring the sustainable
growth of financial institutions, and safeguarding the interests of
customers and stakeholders alike.

INTRODUCTION

The economy is a fundamental principle that functions in building a country. In this
context, the economic aspect of a country is inseparable from the role of banking institutions
which is one of the important pillars supporting and driving the economy. As an intermediary
institution, banks play a role as a support for the national payment system which acts as the
main support for the movement and improvement of the economy in the context of national
development. Departing from this, banks can be said to be agents of development that function
as positive catalysts in accumulating development capital.

The rapid advancement of information technology, especially the digitalization of the
banking industry 4.0, has an impact on all countries, including Indonesia, preparing to face the
digital banking era where all future services will be carried out online and no longer require
physical branch offices (Galazova & Magomaeva, 2019). The concept of digital banking is a
project of the government's efforts to advance the economic sector through technological
resources that support the banking industry 4.0. The banking era 4.0 prioritizes the ease of
transactions, which was initially "face-to-face" , now more flexible, where customers can enjoy
and use bank services anywhere.

The transformation process towards the digital banking era requires continuous
cooperation starting from regulations, operational standards, procedures or SOPs and the role
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of the community, and to meet public expectations for digital transformation in the banking
sector, the Government realizes it in POJK No. 12/POJK/03/2018 concerning the
Implementation of Digital Banking Services by Commercial Banks, which was then updated
with POJK No. 12/POJK.03/2021.

The digital transformation process provides an opportunity for digital banks to make
comprehensive internal changes, including work processes and systems that have been ongoing
so far. In addition, customers also benefit from new interaction experiences during the
transformation process. Starting from Mobile banking services, Internet banking, and payments
through virtual accounts, it has now developed into artificial intelligence applications known
as super apps.

The principle of prudence (prident priciple) in risk management of digital banking
business models is an urgency that cannot be ignored. Digital banks must be able to balance
innovation with good risk management to maintain operational integrity and stability. The
principle of prudence is for banks to have a risk management strategy, which not only
anticipates existing risks, but can also identify potential risks in the future. The implementation
of this principle is the key to maintaining customer trust and ensuring the sustainability of the
bank's business in the midst of increasingly complex challenges.

The use of technology in banking requires a strong legal framework to ensure that these
innovations do not compromise the security and stability of the financial system. Existing
regulations must be able to keep pace with technological advances while maintaining customer
interests and market integrity. One of the relevant approaches in this context is the application
of the prudential principle which emphasizes the importance of effective risk management in
banking operations.

This study has been compared with 2 (twoa) previous studies. First, research conducted
by Muhammad Akbar Suharbi and Hendro Margono with the research title "The Need for
Transformation of Indonesian Digital Banks in the Era of Revolution 4.0" in the Scientific
Journal of Accounting and Finance Volume 4, No. 10. In 2022. This research shows that
transforming into a digital bank provides many advantages for banks to be able to continue to
survive in running their business, such as increasing more customers and fee base income for
banks because they can collaborate with fintech and e-commerce and can manage bank assets
which can ultimately increase the bank's profits exponentially. However, in transforming into
a digital bank, banks must have a strong foundation, especially in terms of infrastructure and
security of customer data that is vulnerable to hacking attacks (cybercrime), so that in the era
of the Industrial Revolution 4.0, technology is the main key in winning the competition and
remaining sustainable in running its business. Second, research conducted by Muhammad Urfi
Amrilla with the research title "The Urgency of Digital Banking Regulation for Sharia
Banking in Indonesia (Analysis of Law Number 21 of 2009 concerning Sharia Banking and
POJK No. 12/POJK/03/2018)" in the 2021 Thesis of the Islamic University of Indonesia. This
study concludes that digital banking for Islamic banking in Indonesia has weaknesses, namely
prone to identity theft, online crimes, malware attacks, and inaccessible to all groups. With
the absence of synchronization between regulations and realities on the ground, the
implementation mechanism for Islamic banking cannot be equated with the implementation of
conventional banks as stated in POJK No. 12/POJK/03/2018.

There is a difference in this study with the 2 (two) studies that were juxtaposed previously.
The novelty in this study provides a legal perspective on technological developments in the
banking sector, especially during the transformation period to digital banking. This perspective
is then related to how the strategy of preparing risk management in the digital banking sector is
based on the principle of prudence. This is because in Indonesia, digital banking is growing
rapidly, but it still faces challenges in implementing its regulations, so the principle of prudence
is very important in dealing with risks faced by digital banks, such as cyber risks, operational
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risks, and reputational risks. Therefore, this study aims to analyze the extent to which the
prudential principle can be implemented in risk management.

The banking industry plays a pivotal role in driving economic stability and growth by
facilitating financial transactions, providing credit, and supporting national development
initiatives. In the digital era, banks are evolving from traditional institutions into dynamic
entities offering innovative services that cater to the growing demands of digital-savvy
customers. This shift is characterized by the adoption of mobile banking, internet banking, and
artificial intelligence-based applications, creating a seamless, borderless banking experience.
However, with these advancements come new challenges, particularly in maintaining
operational security and customer trust.

Digital transformation in the banking sector has introduced heightened risks, including
cyber threats, data breaches, and operational vulnerabilities, which could significantly impact
financial stability. For instance, cyberattacks targeting customer data and critical financial
systems are becoming more sophisticated and frequent. Such threats emphasize the need for
robust risk management strategies and regulatory frameworks to ensure the integrity of banking
operations. In Indonesia, the Financial Services Authority (OJK) has implemented key
regulations, such as POJK No. 12/POJK.03/2021, to guide the development of digital banking
practices while prioritizing prudential principles.

The principle of prudence is integral to managing these risks effectively, acting as a
safeguard to ensure that banks operate within acceptable risk levels while upholding customer
trust. As digital banking models continue to grow, the ability to balance innovation with
stringent risk management practices has become crucial. The emphasis on regulatory
compliance and proactive risk mitigation underlines the need for banks to implement
comprehensive frameworks tailored to the complexities of digital transformation.

Given the rapid adoption of digital banking in Indonesia, it is imperative to develop risk
management strategies that address the unique challenges posed by technology. This involves
not only protecting against cyber risks but also ensuring operational continuity, data security,
and adherence to regulatory standards. The transformation of banking into digital platforms
demands a nuanced understanding of how prudential principles can be applied to mitigate risks
without stifling innovation.

By incorporating prudential principles into risk management frameworks, digital banks
can strengthen their resilience against operational disruptions and cyber threats. Such
frameworks promote transparency, accountability, and customer trust, ultimately ensuring the
sustainability of digital banking in a competitive and volatile financial environment. This study
aims to analyze the application of prudential principles in digital banking risk management,
offering insights into how these principles can enhance operational efficiency and safeguard
financial stability.

This research is urgent because the rapid expansion of digital banking introduces
significant risks, including cybersecurity breaches, operational inefficiencies, and customer
trust erosion. These risks, if not managed effectively, can undermine the stability of financial
systems and hinder public confidence in digital banking. Addressing these challenges through
the application of prudential principles is crucial to ensure sustainable growth and the integrity
of digital financial services in Indonesia.

While extensive research exists on digital banking and its associated risks, there is limited
focus on integrating prudential principles into risk management frameworks specifically
tailored to the digital banking landscape in Indonesia. Most studies emphasize technological
innovations but lack a comprehensive analysis of how regulatory and prudential approaches can
mitigate emerging risks in this sector. This research seeks to fill that gap by exploring the role
of prudential principles in addressing cybersecurity, operational, and reputational risks.

The novelty of this study lies in its interdisciplinary approach, combining legal, financial,
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and technological perspectives to analyze the implementation of prudential principles in digital
banking risk management. It offers a unique focus on the Indonesian context, considering local
regulatory frameworks such as POJK No. 12/POJK.03/2021 and their application in mitigating
risks associated with digital transformation. This study provides a new lens for understanding
how prudential principles can be operationalized effectively in the evolving digital banking
sector.

The primary objective of this research is to analyze the application of prudential principles
in managing risks within digital banking business models. The findings aim to provide
actionable recommendations for banks to strengthen their risk management frameworks.
Benefits include enhanced operational security, improved customer trust, and better regulatory
compliance, contributing to the overall stability and sustainability of digital financial services.
This research will also serve as a valuable resource for policymakers, academics, and banking
practitioners seeking to navigate the complexities of digital transformation.

RESEARCH METHOD

In this study, it applies a type of normative legal research, namely legal research that is
often interpreted or written in laws and regulations (law in book), or as a rule or norm that
becomes a reference for good behavior in social life, but does not exclude what is manifested
in action (law in action) (Efendi & Ibrahim, 2018). The focus of this research is the study of
regulations on the transformation of digital banking implementation, describing the problems
that occur in society related to the use of digital banks, and explaining and formulating an ideal
regulatory model related to digital banking for the realization of legal protection. The method
of approach used is the statute approach, which is carried out by thoroughly reviewing laws
and regulations related to legal issues that are the focus of the research (Mahmud Marzuki,
2018), especially Article 24 of the Financial Services Authority Regulation Number
12/POJK.03/2021 concerning Commercial Banks, and the conceptual approach) which is
carried out by reviewing books and research related to legal issues that are the focus of the
research. Therefore, the data collection technique in this study uses a literature study. After all
the data is collected, analysis is carried out using a descriptive method, which is carried out by
formulating and proposing guidelines and rules that are critical and then applied to solve the
problems faced, by concluding the problems accompanied by offering solutions.

RESULTS AND DISCUSSION

Trust is the main element that is the key to all forms of bank operations, because trust is
related to the bond between the bank and the parties involved. As a service provider, banks
must foster trust in related parties in order to maintain obligations that will be or have been
agreed. Therefore, the application of the prudential principle is very important for banks to
maintain their stability and integrity as a financial institution. In addition to maintaining its
stability and integrity as a fundamental financial institution, the prudential principle can also
help banks manage risk more effectively so that the relationship between banks and customers
is maintained.

Prudential principles are often used to describe the measures that will be applied in bank
operations. The prudential principle also serves as the basis for bank operational supervision
which ensures that the bank is a financial institution that maintains public funds and trust
through its functions and business activities that are carried out with great care (prudent), so
that it can protect the interests of the bank and its partners without sacrificing the welfare of
the bank itself. Thus, the prudential principle acts as a bridge that connects the elements of
bank supervision with bank management.

The concept that is the basis for the principle of prudence is one of the main constituent
factors in the establishment of digital banks, as stated in Article 24 Paragraph (1) letters (b) and
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(c) of POJK Number 12/POJK.03/2021 concerning Commercial Banks which states that the
consideration of digital banks is "having the ability to manage a prudent and sustainable digital
banking business model;" Then continued with "having adequate risk management".

Referring to letters (b) and (c) in Article 24 Paragraph (1) of POJK Number
12/POJK.03/2021 concerning Commercial Banks, we can know that the digital banking
business model must prioritize the principle of prudence in its operations. This is because the
prudential principle has significant implications for the stability and sustainability of the
banking sector. The prudential principle in the digital bank's business model aims to manage
financial and operational risks more effectively and ensure that the technological innovations
used do not override customer trust and data security. By applying the principle of prudence in
designing risk management, digital banks can increase their resilience to cyberattacks and
maintain their business integrity.

The concept of prudence in managing a digital bank's business can include various
aspects, such as the implementation of strict security policies to protect customer data to ensure
legal compliance in all transactions and operational activities. Pro-active risk management
management, such as the implementation of regular and periodic internal audits, as well as the
implementation of anomaly detection technology are key in preventive efforts to deal with
potential cyber threats. In addition, digital banks must have a mature scenario in dealing with
emergency situations such as sudden cyber attacks or unexpected operational disruptions to
ensure the continuity of wealth to customers.

A digital bank can be said to have a prudent business model if it meets several important
criteria, including: first, a digital bank must have effective risk management, including
identification, assessment, monitoring, and mitigation of risks on an ongoing basis. Second,
comply with existing regulations, follow all regulations set by the OJK, Bank Indonesia and
international banking institution standards. Third, transparency in reporting, including financial
reporters, must be in accordance with applicable protocol standards. Fourth, have a strict
security system to protect customer data from cybercrime. Fifth, digital banks must ensure that
they have sufficient liquidity to meet their short- and long-term obligations. In addition, having
strong capital to cover potential losses and meet the minimum requirements set by the Financial
Services Authority and Bank Indonesia is very important. Responsible innovation in the
development of new products and services, efficient operational management, and good and
ethical customer service are integral parts of a prudent business model. Finally, there is internal
oversight to ensure that all operations and transactions are in accordance with the established
policies and procedures.

Developing risk management means that it involves supervising and controlling the
operational activities of digital banks to manage existing risks in order to achieve common
goals. This includes financial planning, risk management, asset and liability management,
customer relationship management, and risk-taking strategy planning. Risk management
involves identifying, assessing, and mitigating different types of risks using techniques such as
risk diversion, avoidance, reduction, and management.

The planning and preparation of risk management protocols for digital banks must of
course prioritize the principle of prudence to ensure the stability of the bank's security and
operational systems. The principle of prudence is a fundamental foundation that plays an
important role in identifying, evaluating, supervising, and controlling various risks faced by
digital banks. This includes cyber risk, operational risk, compliance risk, and credit risk. In the
context of digital banks, cyber risk is very important considering the high threat to customer
data and digital transactions.

In response to this, the Financial Services Authority (OJK) has issued various regulations,
such as POJK No. 12/POJK.03/2021 concerning Commercial Banks and Financial Services
Authority Circular Letter No. 29/SOJK.03/2022 concerning Cybersecurity Resilience and
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Security, to ensure that digital banks have clear guidelines regarding risk management and data
security. OJK is also preparing a digital transformation blueprint that more firmly regulates
cybersecurity and customer data protection.

An article written by Costerat, a company engaged in software development in 2023 titled
Risk Management for Digital Banks stated that digital banking requires a strong risk
management strategy which includes periodic risk assessments and the development of risk
management frameworks. This is intended to ensure that all potential threats are continuously
monitored and addressed effectively. Therefore, the function of the prudential principle not
only helps banks in managing risk but also in building business trust and credibility in the eyes
of customers and other stakeholders. Prioritizing the principle of prudence in the preparation
of risk management protocols is an essential step for digital banks to survive and thrive in the
midst of rapidly changing financial industry dynamics.

Risk management is one of the alternatives carried out by a company in managing
obstacles or risks arising from uncertainties that pose threats and a series of human activities,
including risk assessment, development of strategies to manage and mitigate risks using
existing resources (Suroso & Fakhrozi, 2018).

The risk management process is carried out with 3 (three) major approaches known as
the Three Lines of Defense, where each of these lines has its own role. In the Three Lines of
Defense, management control is the first line in the implementation of the Company's risk
management, followed by the second line consisting of risk control and compliance over-sight
functions, and the third line is independent assurance (Auditors, 2013).

The three lines contained in the Three Lines of Defense work together to build effective
risk management within a company. If there is one component that does not exist, then there is
the potential for overlapping responsibilities between one line and another which can result in
the implementation of management running not optimally.

SENIOR MANAGEMENT
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Figure 1. Three Lines Of Defense
(Source: Sihab, I. N., & Diyanti, V. (2019). Three lines of defense in the application of risk
management in natural gas trading companies. Journal of Management & Business Sciences,
10(2), 169.)

The Three Lines of Defense in risk management is interpreted as a layered defense
mechanism to manage and assess risks. If the company has the maturity and effectiveness of
implementing Enterprise Risk Management (ERM), it will be reflected in the effectiveness of
implementing this 3LD model. The more mature this model is applied, the more intense it will
be to create an integrated risk management culture across all processes and all lines of the
entity, towards a level of organizational resilience that is solid and comprehensive (Suryandari,
2018).
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The Three Lines of Defense model divides the functions within a company involved in
risk management into three groups or layers. The three layers are risk owners, risk overseers,
and independent assurance providers. In addition, companies can also involve external parties
as an additional layer (Khristian et al., 2021).

In July 2020, 11A has updated the Three Lines of Defense Model to Three Lines Models
which is a defense mechanism that describes the functions and responsibilities of effective risk
management and control. The renewal of the three-line model adapts to the complexity and
agility of today's business world. The Three-Line Model is more about the principles of the
responsibilities and roles of each function and organization involved in managing risk
management in the company. The emphasis of the Three Lines of Defense reform is the need
for close coordination between each front.

Through the principles contained in the Three Lines of Defense, it is hoped that there will
be more flexible space and the selection of applications that can be adjusted to the applicable
regulations and legal requirements in accordance with each industry. In the Three Lines of
Defense there are arrows that interconnect management (first and second lines) with Internal
Audit (Third Line), so that there is an interaction model between internal audit and
management that can provide clues or input to the organization's business. Three Lines of
Defense is also expected to help organizations to capture existing business opportunities, not
only in terms of protection and can increase value to stakeholders (Casmeliana et al., 2022).

One of the implementation of the principle of bank prudence is by applying the principles
of banking risk management. The essence of the implementation of risk management is the
adequacy of risk management procedures and methodologies so that the bank's business
activities can still be controlled at acceptable limits and benefit the bank. In order to create pre-
conditions and risk management infrastructure, banks are required to take steps to prepare for
the implementation of risk management, transparency is one of the aspects that need to be
considered in controlling the risks faced by banks. Improving the quality of risk management
implementation will support the effectiveness of the risk-based bank supervision framework
(Mulyati, 2018).

The prudential principle plays a role in the preparation of risk management for digital
banks by ensuring that operational and financial risks are managed effectively and efficiently.
This principle encourages active oversight from management and the board of commissioners
to ensure that all risks associated with digital operations, including technology risks,
cybersecurity risks, and compliance risks, are identified, measured, and properly managed. The
prudential principle emphasizes the importance of compliance with relevant regulations, such
as those regulated by the Financial Services Authority (OJK) and Bank Indonesia, in order to
protect customers and maintain financial system stability. Transparency in financial reporting
and risk disclosure is also part of this principle, ensuring that all stakeholders have the
necessary information to make informed decisions. If these principles are applied properly,
digital banks can reduce operational risks and maintain customer confidence and the stability
of the financial system as a whole.

In the preparation of risk management strategies for digital banks, the principle of
prudence that must be considered includes several important aspects. First, compliance with
applicable regulations, including rules set by the Financial Services Authority (OJK). Digital
banks must ensure that all policies and procedures implemented are in line with existing legal
and regulatory standards to minimize risks and maintain the integrity and reputation of banks
(Wijayanti, 2024). Second, strengthening cybersecurity is a top priority. Digital banks need to
implement adequate security systems and conduct regular risk assessments to protect customer
data from cyber threats (Ferdynandus et al., 2024). Third, effective operational controls,
including assessing operational risks that may arise from the use of new technologies and
ensuring that adequate mitigation measures are in place. The prudential principle emphasizes
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that digital banks can maintain customer stability and trust in the long term (Abubakar &
Handayani, 2022).

In Indonesia, the harmonization of the preparation of risk management strategies in
digital banks has become an important focus for the Financial Services Authority (OJK) and
Bank Indonesia. OJK has released a banking Digital Transformation Blueprint that includes a
risk management approach that is balanced with banks' vulnerabilities and exposures. This
strategy aims to ensure that digital banks have a capable framework for managing cybersecurity
risks, which is in line with their risk tolerance and risk appetite. This arrangement supports
banks to be more responsive to dynamic changes in the digital landscape (Suharbi & Margono,
2022).

In addition, Bank Indonesia also encourages the strengthening of risk management in line
with the rapid pace of digital innovation. This includes the formulation of harmonious policies
to maintain financial system stability. With this approach, banks are expected to be able to
balance innovation with operational security and reliability. This harmonization is important
so that banks not only pursue growth and profitability, but also ensure that the risks arising
from the use of new technologies can be managed properly (Astuti, Rini Puji, Al Karimatus
Sa’idah, Bahrur Rosi, 2022).

Article 24 Paragraph (1) letters (b) and (c¢) of POJK Number 12/POJK.03/2021
concerning Commercial Banks emphasizes the importance of digital banks in Indonesia to
manage their business models in a prudent and sustainable manner. This indicates that banks
must have a clear and sustainable strategy that not only focuses on growth and innovation, but
also considers the risks that may arise from the use of information technology. The relationship
with POJK Number 13/POJK.03/2020 concerning Amendments to Financial Services
Authority Regulation Number 38/POJK.03/2016 concerning the Implementation of Risk
Management in the Use of Information Technology by Commercial Banks lies in the mandated
framework to ensure that all banks, including digital banks, adopt risk management practices
in the use of information technology. This ensures that banks have adequate controls to
identify, measure, monitor, and control risks associated with technology.

POJK Number 13/POJK.03/2020 concerning Amendments to Financial Services
Authority Regulation Number 38/POJK.03/2016 concerning the Implementation of Risk
Management in the Use of Information Technology by Commercial Banks requires banks to
implement effective risk management in the era of technological development. This includes
the development and assessment of policies, procedures, and controls designed to protect
customer information systems and data from the threat of cyberattacks and operational
disruptions. This provision is in line with the requirements in POJK Number 12/POJK.03/2021
concerning Commercial Banks which requires digital banks to have adequate risk management.
Therefore, these two regulations together become the foundation for digital banks to not only
develop innovative new products and services but also maintain the security and integrity of
their operations.

Departing from the relationship between these two regulations, digital banks in Indonesia
are expected to build a business model that is not only innovative but also resilient to risks.
Adequate risk management allows banks to anticipate and respond to threats more effectively,
ensuring continuous operations and protection for customers.

POJK Number 13/POJK.03/2020 concerning Amendments to Financial Services
Authority Regulation Number 38/POJK.03/2016 concerning the Implementation of Risk
Management in the Use of Information Technology by Commercial Banks is a regulation
issued by the Financial Services Authority (OJK) that focuses on the application of risk
management in the use of information technology by commercial banks. In the context of
digital banks, this regulation reinforces the importance of a risk management strategy that
prioritizes the principle of prudence. Digital banks that rely more on information technology
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must ensure that their systems are secure, reliable, and can protect customer data from cyber
threats (Wahyudi & Arbay, 2021). The implementation of strict risk management allows banks
to assess and mitigate potential risks related to cybersecurity and data integrity, which is
important for maintaining customer trust and operational stability.

In addition, POJK Number 13/POJK.03/2020 concerning Amendments to Financial
Services Authority Regulation Number 38/POJK.03/2016 concerning the Implementation of
Risk Management in the Use of Information Technology by Commercial Banks encourages
digital banks to adjust their risk policies in accordance with technological developments. This
includes ensuring that there are adequate risk mitigations in place to deal with new threats that
may arise as technology advances. By paying attention to the prudential principle, digital banks
are expected to develop strategies that focus not only on profitability but also on protection
against risks that may affect their long-term operations and reputation in the eyes of the public.
Overall, the regulation emphasizes the need for a balance between digital innovation and
operational security.

Both POJK Number 12/POJK.03/2021 concerning Commercial Banks and POJK
Number 13/POJK.03/2020 concerning Amendments to Financial Services Authority
Regulation Number 38/POJK.03/2016 concerning Implementation, both encourage banks to
not only focus on technological innovation, but also ensure that every innovative step taken
has gone through a rigorous risk evaluation process. Digital banks can operate safely and
efficiently, providing certainty to customers and other stakeholders (Gitazia & Muhaimin,
2023).

In the context of digital banking, the integration of risk management with information
technology is becoming increasingly crucial as cyber threats and operational complexity
increase (Pertiwi et al., 2023). These two regulations direct digital banks to develop adaptive
risk management, to ensure that the technology used supports the goals of digital banks as
prudent and sustainable business models. Adaptive risk management initiates digital banks to
continue to innovate while maintaining customer integrity and trust.

The process of harmonizing the preparation of risk management strategies in digital banks
in Indonesia involves several strategic steps coordinated by the Financial Services Authority
(OJK) and Bank Indonesia. OJK has issued a Digital Transformation Blueprint for banking that
underscores the importance of implementing integrated and balanced risk management. This
involves adjusting risk policies to match technological developments and rapid market
dynamics. This strategy ensures that digital banks have a solid framework in place to manage
risks associated with the use of information technology and cybersecurity (Ramadhenta &
Priyono, 2024).

In addition, Bank Indonesia also plays an active role in directing digital banks to
implement best practices in risk management. Bank Indonesia encourages the strengthening of
governance structures and decision-making processes based on existing data. This is done by
providing guidance and evaluation tools that help banks assess their digital maturity level,
including in terms of risk management. With this approach, banks can be more proactive in
identifying and addressing complex risks, ultimately supporting the stability of the financial
system as a whole (Israhadi & Surateman, 2024).

In the harmonization process, digital banks in Indonesia are also encouraged to increase
the capacity of human resources in developing risk management strategies. This includes
training and skill development for employees to better understand the risks associated with
digital technology and how to assess and manage them. OJK and Bank Indonesia also
encourage collaboration between banks and technology providers to ensure that the technology
solutions used are safe and compliant with regulatory standards. This harmonization process
will not only focus on policies and regulations, but also on strengthening the bank's internal to
face increasingly complex risk challenges.
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Furthermore, periodic supervision and evaluation by the authorities can help ensure
whether digital banks are implementing effective risk management practices. This includes a
regular audit process and regular risk assessments to ensure that banks continue to update their
strategies in line with the changing business and technology environment. Through this
approach, the harmonization of risk management strategies in digital banks in Indonesia aims
to create a safe, innovative, and sustainable banking ecosystem.

The conclusion of the preparation of a risk management strategy for digital banks based
on the principle of prudence and POJK Number 13/POJK.03/2020 concerning Amendments to
Financial Services Authority Regulation Number 38/POJK.03/2016 concerning the
Application of Risk Management in the Use of Information Technology by Commercial Banks
is that digital banks in Indonesia must integrate strong risk management with technological
innovation. POJK Number 13/POJK.03/2020 emphasizes the importance of implementing risk
management which includes cybersecurity, operational, and compliance risk management. The
regulation encourages banks to adopt adequate and adaptive technology to help monitor and
manage risks, while ensuring that digital banks' operational systems comply with the principle
of prudence to protect customer trust and maintain financial system stability.

Given the importance of the prudential principle as a fundamental foundation for
operations, digital banks are expected to be able to balance the need to innovate and the need
to maintain operational security and integrity. A structured risk management strategy allows
banks to actively identify and address potential risks, both internal and external. This not only
protects the interests of customers, but also ensures that banks can operate well and sustainably
in the dynamics of a challenging business environment.

CONCLUSION

The prudential principle in the digital banking sector serves as a fundamental foundation
for maintaining the stability and integrity of financial institutions. This principle not only helps
in risk management, but also ensures a strong relationship between the bank and the customer,
which is based on trust. Article 24 Paragraph (1) letters (b) and (c) of POJK Number
12/POJK.03/2021 concerning Commercial Banks emphasizes the need for prudent and
sustainable management of digital bank business models, in line with POJK Number
13/POJK.03/2020 concerning Amendments to Financial Services Authority Regulation
Number 38/POJK.03/2016 concerning the Implementation of Comprehensive Risk
Management Practices. An ethical and responsible bank culture is key in the dynamic digital
banking environment. The OJK has issued regulations to ensure that digital banks have clear
guidelines regarding risk management and data security. The Three Lines of Defense serves as
an important mechanism in risk management, ensuring that each line in the organization
functions effectively in managing risk. The integration of strong risk management with
technological innovation is the key for digital banks to maintain stability and customer trust.
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